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Introduction

This manual is intended for ST3 Token installer and E-Sign for Windows.

System Requirement

Before installing SecureToken ST3 Installer, the following requirements must be met:
» Supported Operating Systems

POS Digicert

Operating System

Windows 7
Windows 10

» An available USB port on the computer

> BIOS supports USB devices, and the USB support feature in CMOS settings is enabled

» SecureToken ST3

Below are system requirement for E-Sign for Windows

Requirement Description

Operating System Windows 7
Windows 10

Prerequisite SecureToken ST3

E-Sign for Windows is developed to be used with SecureToken ST3 only.

TOKEN
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Securemetric Token Middleware Installation
Below are the installation steps for SecureToken ST3.

POS Digicert

No Description / Screenshot

Step 1

peeiET3

INSTALL

Connect SecureToken ST3 to your computer’s USB port. SecureToken ST3 setup wizard
will auto-load. Please note that some computers may not have auto-load enabled, based
on the computer setting set by System Administrator.

If auto-load is disabled, proceed to Step 2

ﬁ SecureToken ST3 Setup .

i
ol o

Welcome to the SecureToken ST3

Setup

Setup will quide you through the installation of SecureToken

ST3.

Itis recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your

computer.

Click Install to start the installation.

Step 2

Open Windows Explorer and click on token folder and double click on file setup.exe to
run. Screen as per Step 1 will be displayed.

¢ |8 Computer
&, 05(C)
I = DATA (D)
> @™ CD Drive (E:) Digicert

.'?’
Ol

autorun.inf

Y
loader.exe

Y
setup.exe
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Step 3

Wait for installation process.

In=talling

@8 SecureToken ST3 Setup » E@u

Please wait while SecureToken 573 is being installed, "/

Extract: st3csp11.dil

Windows Inskaller

« Back Mext = Cancel

Step 4

pociBT3

INSTALL

After installation completed, click Finish.

H‘., —

Completing the SecureToken ST3
Setup

SecureToken ST3 has been installed on your computer.

Click Finish to close Setup.
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Step 5 | ST3 icon will appear in System Tray.

O U™

ool fir=i]

Certificate register is
PO & oo
B

Step 6 | Program group “Digicert” will be created on Start Menu

. Digicert
. Secure Token 573
ﬁ Token Manager

ﬁ Uninstall

| Eclipse

m [

Step 7

ST3 token middleware will be run automatically upon insertion of ST3 token.

Note : ST3 token installer look and feel may vary between CAs. Please contact respective
CA for detail manual.
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E-Sign Installation

No Description / Screenshot
Step 1 Double click on the installer file. Make sure all browsers are closed before

continue.
Step 2 Screen will display installation path of E-Sign. Click browse to specify a different

installation path, if any. Then click Next.

{1y Setup - POS Digicert eSignISPEKS version 1.5 |. = |$
Personal certificate for online ( m Dlglcert
authentication uflndlvlduals[;’: &1 E-Slgl'l

Setup will install POS Digicert eSignISPEKS into the following folder.

To continue, dick Mext. If you would like to select a different folder, didk Browse.

C:\Program Files (x86)P0OS Digicert eSignISPEKS Browse...

At least 188.8 ME of free disk space is required.

[ Mext = ] [ Cancel ]

o

Step 3 Click browse if you want choose a different folder in start menu. Then click
Next.

'Ly Setup - POS Digicert eSignlSPEKS version 1.5 l | |ihj
Personal certificate for online ( m Iglcert
authentication nflndluldualslg’: *Q { E-Slgl'l

E i Setup will create the program's shortouts in the following Start Menu folder,

To continue, dick Mext, If you would like to select a different folder, did: Browse,

= Browse...

« Back ][ Mext > ] [ Cancel

“
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Step 4 Tick if you want to create a desktop shortcut. Click Next.
‘i) Setup - POS Digicert eSignISPEKS version 1.5 l = gj
Personal certificate for online L S g
authentlcatlon of Indlvlduals[/j * A 8- gl'l
Select the additional tasks you would like Setup to perform while installing POS Digicert
e5ignISPEKS, then did Mext,
Additional shortouts:
[7] Create a desktop shortcut
< Back ][ MNext = J [ Cancel
Step 5 The screen will display installation summary. Click Install

-

fiy Setup - POS Digicert eSignISPEKS version 1.5

(=] ]

Personal certificate for online

avthentication of Indlvldualsl;’: *ﬁl

change any settings.

Destination location:
C:\Program Files (x86)\POS Digicert eSignISPEES

Start Menu folder:
POS Digicert eSignISPEKS

Click Install to continue with the installation, or dick Badk if you want to review or

PES Didicert

e-Sidgn

< Back ]l Install [ Cancel
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Step 6 Installation progress will be displayed. To cancel the installation, click Cancel.

)

ersonal cer cdte Tor ontine mDigicert
:uthentll:atl::-:nuf:nd:vldualllsL o ‘%‘;l e-Sign

Extracting files. ..
C:\Program Files (x36)\POS Digicert eSignISPEKS Yjretbin'jjs. exe

'Ly Setup - POS Digicert eSignISPEKS version 1.5

L

Step7 | Click Finish upon completion.
'y Setup - POS Digicert eSignISPEKS version 1.5 l = | ]

Completing the POS Digicert
eSignISPEKS Setup Wizard

Setup has finished installing POS Digicert eSignISPEKS on your
computer, The application may be launched by selecting the
installed shortouts.

Click Finish to exit Setup.

| Launch POS Digicert eSignlSPEKS

A

Step 10 | E-Sign for Windows will be available on Start Menu.
| POS Digicert eSignlSPEKS

[E5 POS Digicert eSignlSPEKS

Ly Uninstall POS Digicert eSignISPEKS
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Running E-Sign

No Description / Screenshot

Step1 | Before performing any digital signing, make sure E-Sign is installed and running.
E-Sign icon will appear as Tray icon.

B O @
B P

Customize...

'+ 1009

5:29 PM

Friday
Z1/10/2017

Step 2 | To view ST3 token information, click on E-Sign icon from Tray menu. Click on
“Open”.

Step 3 | E-Sign user interface will be displayed. Click on menu “Token Information”.

-~
g E-S‘Ig n - L=}

ﬁ Teken Help

ﬁ Token Information Ce rt
~ ﬂ _ |Token Information
Exit

Step 4 | Detail information on ST3 token will be displayed.
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- —
2 Token Infmn_

Token Information

Manufacturer ID |5en:|..|remetric Technology Sdn.Bhd.

Model|ePassSUUSAubo

TbkenSenaINumber|1A?El?2?002?0416

Detail Information

Label: test

Model: ePass30034uto

Serial Number: 14T76172T70027041&
REandom Number Generator: true

Write protected: false

Login reguired: true

User PIN initialized: true

Restore Key not needed: false

Clock on Token: false

Protected Authentication Path: false

Dual Crypto Operations: false

Manufacturer ID: Securemetric Technology 5dn.B

m

10




